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The Webinar will begin soon.
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YOUR PRESENT ERS

Vann	Attorneys,	PLLC

James	R.	Vann
Vann Attorneys Founder & M anaging Partner since 1993.  

Business Law & Planning
Civil Litigation
Commercial Creditor's Rights
Construction Law
Contracts

Employment Related Claims
Estate Planning
Local Counsel
Licensure Representation / Administrative 
Law

Serving clients in the Southeast and Mid-Atlantic since 1993.
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YOUR PRESENT ERS

Vann	Attorneys,	PLLC
Benjamin	J.	Winn
Benjamin W inn is an attorney with Vann Attorneys who helps clients resolve disputes, safeguard 
their financial interests, and recover what they're owed with clarity and precision. He brings 
experience from clerking with the U.S. Bankruptcy Court for the Eastern District of North Carolina 
and is committed to building lasting client relationships grounded in preparation, integrity, and 

results.

Civil Litigation
Commercial Creditor's Rights

Construction Law
Contracts

Serving clients in the Southeast and Mid-Atlantic since 1993.
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Areas	of	Practice

Law School: Campbell Law School; Year: 
2025; Degree: Juris Doctor, Summa Cum 
Laude

Undergraduate: James M adison University; 
Year: 2022; Degree: Bachelor of Arts, 
M agna Cum Laude

Education
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W H Y  W E ' R E  H E R E

AI	is	already	inside	your	business,	with	or	without	a	policy

Your	employees

Public AI tools are being used today to 
draft, summarize, and analyze real 
company information, usually with the 
best intentions.

Your	vendors

Service providers increasingly deliver AI-
assisted work product, whether or not 
your contract says anything about it.

Your	contracts

AI-generated language is showing up in 
proposals, redlines, and agreements, on 
both sides of the table.

The challenge: adoption is moving faster than policies, contracts, and risk management can keep up.
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A G E N D A

What	we'll	cover	today

1 “Shadow AI”: what it looks like and why it's hard to control 2 Confidential information going into public AI tools

3 Confidentiality, trade secrets, privilege & contract duties 4 How AI is changing contract drafting, review & negotiation

5 Common problems with AI-generated contract language 6 Ownership of AI-created work product

7 Employment & policy considerations 8 The W.D.N.C. AI Order and practical safeguards
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T O P I C  1  ·  S H A D O W  A I

The	tools	you	haven't	approved	are	already	at	work

shadow	AI

noun.  Employees using AI tools for company work 
without approval, oversight, or security review.

It usually looks like initiative, not misconduct. That's 
what makes it hard to see.

WH A T  I T  L O O K S  L I K E  I N  P R A C T I C E

Pasting a customer contract into a chatbot for a quick summary

Drafting collection or customer emails with a free AI tool

Uploading financial spreadsheets for “instant analysis”

“Cleaning up” customer lists and account data with AI

Each one can move confidential information outside your walls in seconds.
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T O P I C  1  ·  S H A D O W  A I

Why	shadow	AI	is	hard	to	control

Free	and	instant

No purchase order, no IT ticket: just a 
browser tab.

Personal	accounts	&	devices

Work happens on tools the company never 
sees.

It	looks	like	productivity

Faster output gets praised; nobody asks how 
it happened.

Built	into	everything

AI features keep appearing inside software 
you already use.

Policies	came	first

Handbooks written a few years ago rarely 
mention AI at all.
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T H E  C O R E  P R O B L E M

Once	information	goes	into	a	public	AI	tool,
you	may	not	control	it	anymore

It	may	be	retained

Prompts and files can be 
stored on third-party servers, 
under that provider's terms, 
not yours.

It	may	train	models

Depending on the tool and its 
settings, inputs may be used to 
improve future versions.

No	duty	to	you

A public tool generally owes 
your company no 
confidentiality obligation at all.

Terms	vary	&	change

Data practices differ by 
product and tier, and can 
change after you've signed up.

The risk isn't the technology; it's what leaves your business through it.
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T O P I C  1  ·  S H A D O W  A I

The	information	most	likely	to	walk	out	the	door

Customer	information

Names, balances, disputes, communications: data you've 
promised to protect.

Contracts	&	deal	terms

Pricing, guarantees, settlement terms, often covered by 
confidentiality clauses.

Financial	data

Statements, margins, projections, valuable precisely 
because they're private.

Trade	secrets	&	know-how

Processes, methods, customer lists, protected only while 
they stay secret.
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T O P I C  1  ·  T H E  L E G A L  S T A K E S

Four	ways	careless	AI	use	becomes	a	legal	problem

Breach	of	confidentiality

NDAs and customer agreements can be violated the moment 
protected information leaves your control.

Trade	secret	loss

Protection depends on reasonable secrecy measures; 
disclosure to outside tools can undermine it.

Privilege	at	risk

Sharing legal advice or attorney communications with a public 
tool may put privilege in question.

Contract	&	compliance	duties

Data-handling promises to customers and vendors still apply, 
whatever tool an employee used.

How each plays out depends on the facts; the goal is to keep the question from ever coming up.
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T O P I C  2  ·  C O N T R A C T S

AI	is	changing	how	agreements	get	made

Drafting

First drafts, clauses, and templates 
generated in seconds, often by people 
who aren't lawyers.

Review

AI summaries of long agreements are now 
driving real business decisions.

Negotiation

Counterparties answer with AI-generated 
redlines and proposals of their own.

Speed has gone up. Scrutiny often hasn't.
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T O P I C  2  ·  C O N T R A C T S

Where	AI-generated	contract	language	goes	wrong

Reads	well,	means	little

Fluent language can hide ambiguity that only 
surfaces in a dispute.

Missing	protections

Safeguards a lawyer would insist on for your side 
may simply be absent.

Mismatched	boilerplate

Clauses borrowed from other deal types that 
don't fit this one.

Internal	inconsistencies

Defined terms and cross-references that quietly 
contradict each other.

Law	nobody	chose

Governing-law and venue provisions that were 
generated, not decided.

Invented	authority

Citations and “standard terms” that sound real 
but aren't.
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T O P I C  2  ·  W O R K  P R O D U C T

Who	owns	what	AI	helps	you	create?

Ownership	isn't	automatic

Rights in AI-generated work can be uncertain, especially where 
human authorship is thin.

Your	inputs	travel

What you feed a tool may be used beyond your project, 
depending on its terms.

Vendor	terms	decide	a	lot

Ownership, licenses, and responsibility often turn on the AI 
provider's fine print.

Human	contribution	matters

Meaningful human authorship and review strengthen your 
position in the result.

Before AI creates anything valuable for your business, know whose it will be.
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T O P I C  3  ·  Y O U R  W O R K F O R C E

Employees	and	AI:	set	expectations	before	there's	an	incident

No	policy	=	improvised	rules

Without clear guidance, every employee sets their own 
boundaries, and most guess wrong.

Discipline	is	harder	after	the	fact

It's difficult to hold someone accountable for breaking a rule 
that was never written down.

Training	closes	the	gap

Most exposure comes from well-meaning people who were 
never told what's off-limits.

HR	uses	deserve	special	care

AI in hiring, evaluation, or monitoring raises fairness and legal 
considerations of its own.
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A  S I G N A L  F R O M  T H E  F E D E R A L  B E N C H

In	re:	Use	of	Artificial	Intelligence
U.S.	District	Court,	W.D.	North	Carolina	(July	2026)

Filing	means	certifying

Every filing certifies that the facts, law, citations, and quotations 
are real and accurate, however the document was prepared.

Human	verification	required

AI-assisted work must be verified by a person. Responsibility stays 
with the one who signs.

Competence	is	a	duty

Users of AI must understand its benefits, limits, hallucination risks, 
and confidentiality implications.

Public	tools	flagged

The Court specifically warns that public AI tools and large language 
models present particular risks.

If federal judges require human verification of AI-assisted work, your business should expect no less.
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P R A C T I C A L  S T E P S  ·  1  O F  2

Build	a	responsible	AI	policy	before	you	need	one

Put	it	in	writing

Approved tools, prohibited uses, and the data that must never leave 
the company.

Name	the	“never	paste”	list

Customer data, contract terms, financials, and anything under NDA, 
spelled out.

Give	people	an	approved	path

A sanctioned tool beats a banned one used in secret on a personal 
phone.

Require	human	review

AI can draft; a person must verify and own the final work product.

Train	and	revisit

Tools change fast. A once-a-year memo won't keep up with them.

Assign	ownership

Someone specific should be accountable for AI oversight and 
questions.
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P R A C T I C A L  S T E P S  ·  2  O F  2

Contract-review	practices	for	the	AI	era

Keep	a	human	in	the	loop

Legal review for any agreement AI helped draft, yours or the other 
side's.

Verify	what	AI	produced

Citations, defined terms, and cross-references: confirm they actually 
hold up.

Choose	your	law	on	purpose

Governing law, venue, and dispute terms should be decided, not 
generated.

Check	the	core	protections

Confirm key safeguards are present; don't assume the boilerplate 
covered it.

Ask	about	AI	where	it	matters

Vendor contracts, deliverables, and data rights: know how AI was 
used.

Document	the	review

Who reviewed what, and when; the W.D.N.C. order shows where 
this is heading.
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T H E  B O T T O M  L I N E

The	goal	isn't	less	AI.
It's	fewer	surprises.

Know	where	the	risks	are

Shadow AI, data leaving the business, 
and unreviewed language coming in.

Ask	the	right	questions

Of your employees, your vendors, and 
every AI-touched document you sign.

Act	before	the	incident

Safeguards now cost far less than a 
customer problem, a contract dispute, 
or a legal issue later.
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W O R K I N G  W I T H  U S

How	Vann	Attorneys	can	help

AI	policies	&	training

Practical workplace AI policies matched to 
how your team actually works, plus training 
to make them stick.

Contract	drafting	&	review

Human legal review for agreements drafted, 
reviewed, or negotiated with AI, on either 
side of the table.

When	something	goes	wrong

Counsel on disputes involving 
confidentiality, contracts, collections, and 
AI-assisted work product.

Raleigh (919) 510-8585   ·   Charlotte (704) 496-7495

info@ vannattorneys.com   ·   vannattorneys.com
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Questions?

(919) 510-8585

vannattorneys.com

jrvann@vannattorneys.com;
bwinn@annattorneys.com

3110 Edwards Mill Road Suite 210

Raleigh, NC 27612

If you have any questions or comments, 
please let us know.

James Vann & Ben Winn

21



The AI Webinar, Pt. 1 Vann Attorneys, PLLC

Vannattorneys.com

Follow us on Twitter
twitter.com/vannattorneys

Connect with us on Linkedin
linkedin.com/company/vann-attorneys

Comment on our Blog
vannattorneys.com/news

Connect with us Online
Vann Attorneys, PLLC 22

Email Us
info@vannattorneys.com
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I M P O R T A N T

Legal	Notice	&	Disclaimer

For	general	information	only.		This	presentation	and	the	discussion	during	this	webinar	are	
provided	for	general	educational	and	informational	purposes	in	North	Carolina.	They	are	not,	and	
should	not	be	construed	as,	legal	advice.

No	attorney-client	relationship.		Attending	this	webinar	or	reviewing	these	materials	does	not	
create	an	attorney-client	relationship	with	Vann	Attorneys,	PLLC.	Every	matter	is	different;	
outcomes,	timeline,	and	costs	vary	based	on	specific	facts	and	applicable	law.

You	should	consult	a	licensed	attorney	for	advice	regarding	your	individual	situation

23


